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CnoxHocTtu ynpasneHua UT-nHdpacTpyKTypou

807

Percentage of commercial
application outages caused
by software failure and
operational complexity

3336k/hr

The median cost per hour
of downtime for a
production application for a
large enterprise

$15/

Mean annualized cost of
cybercrime deference and
remediation for large
US-based corporations

Carnegie Mellon

Gartner

Poneman

% knneHtoB CompTIA cuMTaloT, YTO OHM CYLLLECTBEHHO OTCTalT No TeMnam
6 ! ; 0ByYeHUsa 1 HanNMYM KOMNEeTEHUUN AN yNpaBieHnsa CBOEN HOBON

MHJPACTPYKTYpOn

Q. redhat



[TpeBeHTMBHAaA 1 HEMpepbiBHAA OLeHKa CUCTEM

1,000,000+
peLleHHbIX KENCOB

100,000+
YHUKarbHbIX peLleHni

v

RESOLVE

RED HAT'
INSIGHTS

HenpepbiBHOE OB6HapyXeHNe HOBbIX PUCKOB
Ha OCHOBE YHUKasbHbIX JAaHHbIX

B ocHOBe nexuT ncnosib3oBaHne AaHHbIX O
npakTn4ecknx pesynbTatax/agdekrax ¢
MUIIMOHOB pearibHbIX NPOMbILLEHHbIX
BHEOPEHUN

“85% of critical issues raised to Red Hat®
support are already known to Red Hat or
our partners.”

— RED HAT GLOBAL SUPPORT SERVICES

Q. redhat



Red Hat Insights + Red Hat Satellite

lNpoakTnBHOE ynpaBneHue NMHpPaCcTPyKTypoun

CTATYC U PEKOMEHALIM : x
] : OBE3MNYEHHASI UHOOPMALMA  RED HAT SATELLITE

MNAH
AHATMTUKA — NPABUNA o ) BEHUS Mpocmomp pe3ynbmamoe aHanu3a
u3 uHmepgbetica Red Hat Satellite.
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lNnaH ucnpasneHusn
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CooTBeTcTBUE NYYLUUM AHanus n oueHKa pUcKoB YBeaomneHus U oT4eTbl
npaktukam Red Hat

‘ rednat.



Red Hat Insights
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Red Hat Insights
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NMpumep npaBun n pekomeHaauum ana SAP

SUPPORT-TICKETS

Q

hostname:

A edhat.co

UUID: 553ba3cbe899ec4d 6810e3fdeeddbe7a2

RHEL Server release 7.2 (Maipo)
Unknown

S Versic SeaBlOS 1.9.1-5.17_3.2

© Performance > Decreased SAP application performance when using incorrect kernel parameters

»
Impact Likelihood Total Risk
» Performance > Decreased application performance when not running sap-netweaver tuned profile with SAP applications
Impact Likelihood Total Risk
» @ Security > Kernel key management subsystem vulnerable to local privilege escalation (CVE-2016-0728)

Impact Likelihood Total Risk

https://access.redhat.com/blogs/2184921/posts/2849871

0

o Markus Koch [~,]
UUID: sgliascbe8saecdesivesrdendabersz

RHEL Server release 7.2 (Maipo)
Unknown

5eaBIOS 191-5.017_3.2 L

© Performance > Decreased SAP application performance when using incorrect kernel parameters.

Impact Likelihood Total Risk
04/01/2014
> DETECTED ISSUES
2188 g kern rameters ar v requirem
108N o
Expand All /*
sy STEPS TO RESOLVE
the following lines to /ete/sysctl. con
kernel.sem = 1258 256000 160 1024
vm.max_map_count = 2000008
# sysctl -p
Red Hat provides a sapconf script that au configures m un SAP appli Down i th
* sapconf
ed SAP Note: 14964
- Performance > Decreased application performance when not running sap-netweaver tuned profile with SAP applications

Impact Likelihood Total Risk

0470172014

218m
1088

Expand All ,*

redhat


https://access.redhat.com/blogs/2184921/posts/2849871

Red Hat Insights

Co3paHue nnaHa ucnpaBneHus

12 Systems

System Name Last Check In Status

e [poaKTUBHOE UCMOMNb30BAHUE | e
nyywmx npaktuk Red Hat

e Bo3moxHOCTb BbIbOpa y3510B K
coObITNN

e [eHepauunsa cueHapue Ansible
n3 nHtepdenca Red Hat
Insights
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Red Hat Insights

YnpaBneHue akcnnyaTauMOHHbIMU PUCKaMMU
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AHANU3 WOEHTUDUKALIVIS NPUOPUTE3ALIUS YCTPAHEHME

Q redhat.



Red Hat Satellite

EnnHasa nnatdopma Anga ueHTpann3oBaHHOIoO yrnpaBneHus
XU3HEeHHbIM umnknom npoaykros Red Hat Ha 6a3ze OC RHEL
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Red Hat Satellite

CueHapum ucnonb3oBaHus [1/2]

e LleHTpanusoBaHHOe ynpaBreHne nognuckamm,
peno3nTopusaMmn, KoHUrypauusmm

e O6HosneHne OC RHEL u gpyrux npogykroB Red Hat
MO pacnmcaHuio, B TOM YMCIEe B 3aKPbITOM KOHTYpe

e |HTerpauma c nposangepamun suptyanusaumm (Red Hat
Virtualization, VMware, Red Hat OpenStack Platform) u
nyoénuyHeiMn obnakamu (Amazon, Rackspace, Google)

e ABTOMaTU4eckoe OBHapyXeHne n pasBepTbiBaHUE
JM3NYECKMX XOCTOB 1 BUPTYasibHbIX MaLLWH

e YpaneHHoe BbINOSIHEHNE KOMAaHA Ha LeneBblX
cuctemax

e [lopnepxka TexHonormn Docker

Q. redhat



Red Hat Satellite )

CueHapum ucnonb3oBaHus [2/2]

e YnpasrieHne Ha ypoOBHE OpraHM3aLMOHHbIX CTPYKTYpP U
MECTOMNOSOXEHUN

e PoneBasa mogenb agMUHUCTPATUBHOIO ynpaBreHus,
BKntoyas nHterpaumio ¢ LDAP, Red Hat Identity
Manager, Active Directory

e [Opu3OHTanbHoOe MacwTabupoBaHMe CUCTEMbI 3a CYET
pasMeLLeHNsa TOYEK pacnpocTpaHEHNS KOHTEeHTa B6n3un
LileneBbIX CUCTEM

e OrtyeThl N0 6e3onacHocTn Ha ocHoBe OpenSCAP

e HTepdenc ynpasneHus Bkntovyaetr REST APl n
Hammer CLI

Q. redhat



Red Hat Satellite ®

OTtnuumnsa Bepcun 5 n 6

RED HAT SATELLITE 5 RED HAT SATELLITE 6

> SPACEWALK s

PaspaboTtaH n BbinyweH 6onee 10 net Ha3ag e HTerpaumsa c npoBanagepamMmu BUpTyanusaumm
MpeaoHasHayeH Ans ynpasneHust ousnyecknmm 1 Ny6nmMyHbIMM obnakamm

cucTtemamm e [leknapaTuBHOE ynpaBneHue

YnpasneHne KoHurypaumamm KOHpUrypaumamm

ABTOMaTMyeckoe pacnpocTtpaHeHue 0 e YnpaBneHue XusHeHHbIM Lukriom MO

OT4eTbl 06 M3MEHEHMUSX e YnpasneHue nognuckamun Red Hat

e YnpaBneHne KOHTEHTOM, B TOM 4ncne
CTOPOHHUMM PENO3NUTOPUAMUN, MOAYNSAMU
Puppet, Github, Docker

e Jlokanusauus, B TOM Yncre Ha PyCCKUIN A3bIK

Q. redhat



Red Hat Satellite

Moaenwu OpPraHN3aulmMoOHHOIro " aaMMHUCTPATUBHOIO yrnpaBJieHUsA

i RED HAT PORTAL PUPPET DOCKER GIT SCAP CUSTOM CONTENT :
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Network
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Q redhat.



Red Hat Satellite Capsule Server

Habop cepBucos
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Red Hat Satellite

YnpaBneHue nognuckamm Ha ctopoHe Satellite cepBepa: Tekywmm
ctatyc/ypnaneHue/auto-attach

HQ Monitor v Content v Containers v Hosts v Configure v Infrastructure v Red Hat Insights v Administer v
Content Hosts

QSearch | v | Showing 1 of 1(1 Total) 0OSelected | 8 Bulk Actions |[ETEEI&LIEL IS
Name

(@ seelitesrvioa> | Content Host satellite.srv.local Unregister Host || x Close

Details Provisioning Details Subscriptions v Host Collections Tasks Packages Errata Product Content

Subscription Details

Status @ Fully entitled
Auto-Attach Yes =
Service Level @

List/Remove Add

Showing 2 of 2 (2 Total) 0Selected | Remov

Quantity Attached Type Starts Expires Support Level Contract Account
Employee SKU

1 1 out of 10 Physical 8/15/16 8/15/117 Self-Support 11038641 5586766
Red Hat Satellite Employee Subscription

1 1outof 1 Physical 8/15/16 8/15/17 Self-Support 11038644 5586766

e [lnsa perncTtpauumn KnmeHTa ncnonb3yetcs subscription-manager

Q. redhat



Red Hat Satellite

CMHXpOHM3aL|,VI$| N nogKkrir4yeHune peno3mtTopueB

HQ v Monitor v Content v Containers v Hosts v HQ + Monitor v Content v Containers v Hosts v Configure v Infrastructure v Red Hat Insights v Administer v

P Red Hat Enterprise Linux 6 Server - RH Common (RPMs) Content Hosts

P Red Hat Enterprise Linux 6 Server - Supplementary (RPMs) Qsearch | v | Showing 1of 1(1 Total) OSelected | & Bulk Actions

"W Red Hat Enterprise Linux 7 Server (RPMs) Name

S o ISTSTSTR  Content Host satelite srviocal

Red Hat Enterprise Linux 7 Server RPMs x86_64 7Server Details Provisioning Details Subscriptions v Host Collections  Tasks Packages Errata Product Content

P Red Hat Enterprise Linux 7 Server - Extras (RPMs) Below are the repository content sets currently available for this content host through its subscriptions. For Red Hat subscriptions, additional content can be
made available through the Red Hat Repositories page. Changing default settings requires subscription-manager version 1.10 or newer to be installed on this

D Red Hat Enterprise Linux 7 Server - Fastrack (RPMs) host.

= Red Hat Enterprise Linux Server

Red Hat Satellite Tools 6.2 (For RHEL 7 Server) (RPMs;

'w Red Hat Enterprise Linux 7 Server - Optional (RPMs)
ENABLED? REPOSITORY

: Enabled? No (Defaul 7]
Red Hat Enterprise Linux 7 Server - Optional RPMs x86_64 7Server e Deety J
~ No (Default)
P Red Hat Enterprise Linux 7 Server - Optional Fastrack (RPMs) Red Hat Enterprise Linux 7 Server - Optional (RPMs
Enabled? No (Default) @

'w Red Hat Enterprise Linux 7 Server - RH Common (RPMs)
ENABLED? REPOSITORY

Red Hat Enterprise Linux 7 Server - RH Common RPMs x86_64 7Server
,D,OCTyI'I K peno3ntopuam onpepnenaeTtcda HaJindnem noarnmcku B MaHMCbeCTe opraHn3auunm

Q. redhat



Red Hat Satellite

YnpaBneHue npoayKkramu

0 Selected | 98¢ Bulk Actions || <> Repo Discovery '[N CAZGL (1143

Repositories
1
4
1

1
1

HQ + Monitor v Content v Containers v Hosts v Configure v Infrastructure v Red Hat Insights v Administer v
Products
QSearch | v Showing 6 of 6 (6 Total)

Name Description Sync Status Sync Plan
EPEL Last synced about 7 hours ago. Daily (daily)
Red Hat Enterprise Linux Server Last synced about 8 hours ago. Daily (daily)
Red Hat Satellite Last synced about 8 hours ago. Daily (daily)
Red Hat Satellite Capsule Last synced about 8 hours ago. Daily (daily)
Red Hat Software Collections for RHEL Last synced about 8 hours ago. Daily (daily)
Server
Red Hat Virtualization Last synced about 8 hours ago. Daily (daily)

e [lpu pobasneHun penosntopueB Red Hat npoaykTbl co3gatoTcst aBTOMaTUYECKM

[ J

Mpu gob6aBnNeHNM CTOPOHHUX PEMNO3UTOPUEB NPOAYKTbl HE06X0AMMO A06aBNSATL BPYUHYHO

Q. redhat



Red Hat Satellite

O6HapyxeHue y3noB

o ABTOMaTMyeckas 3arpyska foreman-discovery-image
o WpeHTndukaums ceBobogHbIX XOCTOB
o ABTOMaTMYyecKoe pasBepTbiBaHME HA OCHOBE MOJSIUTUK

e
. 00 DR T T
n%nxnnl'ﬁ =2 OC s . ool s oo] - oo
Ll . 00 . ] ool-- 00
o o0 00|~ 00|~ 00
Red Hat® Satellite 6 Red Hat® Satellite 6 DNS, DHCP, TFTP [aTtaueHTp

Facts DB Capsule Server

Q. redhat



Red Hat Satellite

WHTerpauus c npoBangepamMmv BUpTyanm3auum

mynote
Compute Resource Virtual Machines Images Compute profiles
Details
Provider Libvirt
URL qemuttcp://worknote. rhoffice.msk/system
Display type SPICE
Console passwords Enabled
Name = CPUs Memory Power
CF3 2 0 Bytes
2 0 Bytes
CF3_2RC 2 0 Bytes
director001 2 0 Bytes
umim el 1 1GB m
generic 2 0 Bytes
S 2 0 Bytes
2 0 Bytes
1 0 Bytes
1 0 Bytes

Showing 1 to 10 of 23 entries

CF3-clone

Properties
Name
Machine Type
VCPU(s)
uuiD
Memory
Display
NIC

Disk

Path

Disk

Path

Running on
AR
»
»
v

s -
] -

Power On 8%

CF3-clone

kvm / x86_64

2

6de98798-1f07-4c5d-a00b-b2046342375¢

4 GB (Allocated: 0 Bytes)

spice ()

- 52:54:00:8b:d9:fa (virtio)

using 2 GB out of 40 GB, My_VM storage pool
/myvm/CF3-clone.qcow2

using 2 GB out of 10 GB, My_VM storage pool
Jmyvm/CF3_disk-clone.qcow2

e (Libvirt)

3 | Next

‘. redhat



Red Hat Satellite 6.3

UHTerpauusa ¢ Red Hat Insights

Dashboard Widgets
Insights Actions u Insights Risk Summary

' & ’RED HAT
', SATELLITE |
y Insights Planner
Bo3moxxHOCTb BbIrpy3ku cueHapues Ansible ns

RED HAT’ ‘ nutepdenca Red Hat Satellite
INSIGHTS &

Q. redhat



Red Hat Satellite 6.3

UHTerpauusa c Ansible Tower

Dynamic inventory
RED HAT Ansible Tower ncnoneayet Red Hat Satellite ans

SATELLITE nonyyYyeHna AMHaMMU4eCcKoro crimcka y3sos.
AT Provisioning callbacks '
{oner [Mo3BonsieT Bbi3biBaTb Ansible Tower yepe3 REST API gnsa

3anycka Job Templates.

Q. redhat



Red Hat Satellite

HNanbHeuwne gencTBuA

O630p HoBbIX BOo3MOXHOCTEN Red Hat Satellite 6.3:

https://access.redhat.com/blogs/1169563

Ncnonb3oBaHue Upgrade Helper ona obHoBneHus:
https://access.redhat.com/labs/satelliteupgradehelper/

BHMMaHMIO 3aKa34ymMKoB, KOTOpble UCnosb3ytoT Satellite 5:

o OkoHuaHwue nogaepxkun 5.7 n Hmxe 31.12.2019 - nocne aTon gaTtbl HEBO3MOXHO OyaeT
NoOMyYnUTb JOCTYN K PENO3UTOPUAM

o PekomeHpayeTca obHoBneHue pno Satellite 5.8 (nogaepxka oo 05.2020)
o Takke pekomeHOyeTcsa pacCMOTpeTb BO3MOXHOCTb nepexona Ha Satellite 6

Q. redhat


https://access.redhat.com/blogs/1169563
https://access.redhat.com/labs/satelliteupgradehelper/

YnpaBneHne cepBmcamMmum B pexmme
camoobcnyXnsaHus

I— I— %%} I—

——

3anpoc cepsuca B PassepTbiBaHme Mcnonb3oBaHve Satellite ans MpuMeHeHve
noptane HeobXxoauMoro Konu4yecTsa HacTpouikn napameTpos OC, HeobxogMmon
caMoobCrnyxmBaHms ak3emnnspos BM 0oGHOBNEHNI KOHdUrypawmm, Bkroyas
CloudForms YCTaHOBKY KITMeHTa
Insights
<= A <=
CloudForms nxdopmupyet Ansible Tower Callback URL ansi
nonb3oBaTens 0 AOCTYMHOCTM Da3BEpTLIBAHMS CEpBICA

HOBOIO cepBuca

Q redhat.



CoBMEeCTHbIe BO3MOXHOCTU

Smart Management Add-On Bknro4aeTt Satellite n Insights

KATEIOPUA

Ynpaenexve
nognuckamm

PaaseprlsaHMe

BesonacHocTb 1
COOTBETCTBUE
cTaHgapTam

YnpasneHue
KOHUrypaumamu

YnpasneHue
XKWU3HEHHBIM LIUKIOM

BO3MOXHOCTH

Perucrpauusi u KOHTponb
Ucnonb3oBaHUA

O6HapyxeHue cuctem
Xoctbl, BM, obnako
lMnaH ucnpasneHus
[NpoakTuBHas aHanuTUKa
YnpasneHve puckamu
Otyetbl OpenSCAP

KoHdurypauus cucrem

YnpasneHue naMeHeHusiMu

YnpasneHnue
pPenosnTopusiMmn

O6HoBneHUe cucTem

SATELLITE

INSIGHTS

<
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